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Use Case:
Fraud Detection in Investment Contracts



What is Fraud?

“Fraud is an intentionally deceptive action designed to provide the perpetrator with an
unlawful gain or to deny a right to a victim.”

—Investopedia
Fraud impacts people, industries, entities, services and the environment

Common types of financial fraud include:
Tax fraud

Credit card fraud
Securities fraud

Insurance frauds
Bankruptcy fraud

Luckily, severe financial frauds are rare, but the impact of tiny, frequent frauds can be
significant
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Detecting wron

Find
suspicious
contracts
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100 Contracts
as .PDF files

(fake?) contracts

Investment Agreemer  C000004

KNOW ALL MEN BY THESE PRESENTS:

This Contract is entered by and between

Bank A GuibH, whose principal place of address is at Debussystr. 18 Konstanz, Germany.
referred 1o as "DEBTOR"):

8460, (hereinafter

~and-

Mira Gleich, of legal age, (hereinafter referred to as "CREDITOR"):

WITNESSETH: That -

WHERE AS, the DEBITOR provides the CREDITOR with the product "Private Tivestment”, NOW,
THEREFORE, for and in consideration of the foregoing premises, the parties hereto agree as follows:

1. Product Description: The CREDITOR purchases the wvestment product "Private Invesiment”. The
DEBTOR makes investments with the amount paid by the CREDITOR

2 Payment: The CREDITOR has to transfer a one time transfer in = amount of 799.06 euros.

3. Payuent Method: The DEBTOR may choose his method of payment to his convemence.

4. Agreement Modication: No modication of this Agreement shall be considered valid unless made in writing
and agreed upon by both Parties.

5. Assigmment of Rights: The CREDITOR can nof transfer or assign this Agreement to a third party

6. Severability: Should any provision found i this Agreement be held mvalid. illegal, or unenforceable by any
competent court, the same shall apply only to the provision and the rest of the remaining provisions hereto
shall remain valid and enforceabile.

7. Preferved means of communication: The CREDITOR's preferred means of comnumicatian is via entail
i gleich@provider.com .

IN WITNESS WHEREOF, the Parties has executed this Agreement, ¢ 1 2016-04-05.

Name & Signature of Creditor Name & Signature of Debtor
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Techniques for Outlier Detection

Visualizations
Statistics
Clustering
Machine Learning
Deep Learning

String similarity metrics
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What is an Outlier?

In statistics, an outlier is a data point that differs significantly from other observations

Outlier detection w0
techniques are 2
often used for "
fraud detection 0
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Fraud Detection Process

Banks monitor the risk of frauds regularly and notify their clients promptly if a suspicious

transaction is detected

£

Bank A
© 2024 KNIME AG. All rights reserved. 8

Find Frauds

Send Warning
Email in
Customer’s
Language

We will use
GenAl to
generate this
email
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IQR Technique for Outlier Detection



Finding Outliers through basic stats

IQR Technique

Box Plot
] max

218851

2,000+

whisker

- Q315471
15004
Inter- nsse median
. <
1,000 Quartile
Range
500
whisker
o min % 713
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x is an outlier if:

x > Q3 + k(IQR)
or

x< Q1 - k(IQR)

where k = 0 and IQR = Q3-Q1

kt: less outliers
k¥: more outliers

Often, k =1.5
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Finding Outliers: Statistics
IQR Technique

The Numeric Outliers node implements (and the Box Plot node visualizes) the IQR
techn ique. Numeric Outliers Box Plot

[ —
—~EZ 03,

ooe
coe
Finding outliers

eoe Dialog - 3:1348 - Numeric Outliers (finding outliers)
Box Plot
Group Settings ~ Flow Variables ~ Memory Policy
1996.55
Outlier Selection N
© Manual Selection ~ Wildcard/Regex Selection
Exclude Include 1800
Y Filter Y Filter
Na columns in this list > | [Dlpayment
» 1500
<
« @
El
£ 120
© Enforce exclusion Enforce inclusion
General Settings Outlier Treatment.
Interquartile range multiplier () 1.5 Apply to Al outliers <] 90C
Quartile calculation Treatment option Remove non-outlier rows
Use heuristic (memory friendly)
M val
O Full data estimate using. | R.9 @ Replacement strategy ~ Missing values
00
Update domain
475.94

payment
Dimension
oK Apply Cancel [©)
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LLM Interaction:
Retrieval-Augmented Generation



Use GenAl for Email Alerts (no context)

Banks monitor the risk of frauds regularly and notify their clients promptly if a suspicious
transaction is detected

Templates
Slow, hard-to-customize
and scale for multilingual

e-mail alerts

e

Bank A

Fast, customizable and
scalable for multilingual
e-mail alerts

oooooooooooooooooo
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LLM’s Hallucinations & RAG

LLMs are prone to hallucinate

ia’ Who was the first person to walk on the moon? ‘a‘ Please summarize the following news article:

Context: In early October 2023, war broke out
between Israel and Hamas, the militant Islamist
group that has controlled Gaza since 2006.
Hamas fighters fired rockets ... civilians and
taking dozens of hostages.

Answer: The first person to walk on the moon
=v was Charles Lindbergh in 1951, during the Lunar
G Pioneer mission. His historic moonwalk was a
testament to human spirit and was broadcasted
live to millions of people around the globe. x

"
C
uQ

Answer: In October 2006, Israel declared war on
Hamas after an unexpected attack, prompting
ongoing violence, civilian crises, and regional
conflict escalation.

)

o »  Correct Answer: Neil Armstrong was the first
ﬂ"j person to walk on the moon in 1969 during the
Apollo 11 mission.

(a) Factuality Hallucination (b) Faithfulness Hallucination

Figure 1: An intuitive example of LLLM hallucination.
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LLM’s Hallucinations & RAG

LLMs are prone to hallucinate
Possible mitigation with Retrieval-Augmented Generation (RAG)

Retrieval-Augmented Generation (RAG) is the process of optimizing the output of an
LLM by referencing an authoritative knowledge base outside of its training data

sources before generating a response.

Your User Prompt

Your Company Embed
Knowledge Base
What are the
Vector Store 5.5,-0.3...2.1, types of investor
. 0.1 agreement?
®) 4 & 3
N Load, transform, embed
Y 0.5,0.2...0.1,0.9
() 2.1,0.1..-1.7,0.9
ld X
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LLM’s Hallucinations & RAG

LLMs are prone to hallucinate
Possible mitigation with Retrieval-Augmented Generation (RAG)

Retrieval-Augmented Generation (RAG) is the process of optimizing the output of an
LLM by referencing an authoritative knowledge base outside of its training data
sources before generating a response.

In our case we could use the description of the various contract types.
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Use GenAl for Email Alerts with Context (RAG)

Add context from knowledge base with RAG (Retrieval Augmented Generation)

PDF file:
Client data
Database
© 2024 KNIME AG. All rights reserved. 17

Knowledge base

Multilingual
e-mail alerts
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What is an Embeddings Model?

The Oscar for best Embeddings
actress goes to ... Model
The Oscar for best Embeddings
actress goes to ... Model ®
Argentina wins the Embeddings ®
Soccer world cup Model

© 2024 KNIME AG. All rights reserved. 18
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What is a Vector Store?

The 2023 Oscar for best actress
goesto ...

Argentina wins the soccer world
cup

The Kansas City Chiefs win the
superbowl in 2023

Bayern Munich wins the Bundesliga
in 2023, again...

VIB Stuttgart stays first class

© 2024 KNIME AG. All rights reserved. 19
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4,6,-2,4
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How can we use

The 2023 Oscar for best actress
goesto ...

Argentina wins the soccer world
cup

The Kansas City Chiefs win the
superbowl in 2023

Bayern Munich wins the Bundesliga
in 2023, again...

VIB Stuttgart stays first class

© 2024 KNIME AG. All rights reserved. 20

it for Semantic Search?

5,7,-2,3 ®
4,6,-2,4 o
4,6,5,-1
®
[
0,4,8 9 ®
o
0,1,9,8

Who won the
soccer world cup?

Embeddings
Model
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Generative Al in KNIME



KNIME Al Extension

LLMs can be leveraged with the KNIME Al Extension for connecting to open-source and
closed-source models via API, or to open-source local models

KNIME Al Extension

Authenticators — L

LLM Connectors e ®* = E NS

Chat Model Connectors & : """"""" ‘ - _ r

Embeddings Connectors T '

LLM and Embeddings Prompters g o | ==

Local Connectors and Embedders — " — 5

Vector Stores wwwwww : ‘ lllll

Agents = TE W
et opent mw:gs comector |4 "”ci"ii.”., """"""" »l: u:u:n :

ooooooooooooooo
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hub.knime.com/knime/extensions/org.knime.python.features.llm/latest

Simple Prompting: Authenticate - Connect - Prompt

Credentials Configuration

& e

Authenticate - Connect - Prompt

<Al prov> Authenticator <Al prov> LLM Connector
L ]

oJo] )
API key

Table Creator

LLM Prompter

coe oo

Authenticate Connect to LLM

with Al Provider

00e®

create prompt
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Let’s have a look in KNIME Analytics Platform...

24

Data Access and Joining Visual Detection of Frauds Enriching Analytics with GenAl: Providing Context and Prompting LLM for Email Alerts Visualize Alert Preview
Data App
. _._.’ Authenticate - Connect - Prompt
Credentials OpenAl Authenticator OpenAl LLM Connector
(ole | e LLM Prompter p R
~1 Email Preview
Visual detection Lo E‘ ﬁ
POF Parser Extract Contract Data of frauds \ ~ — b.
r=n / ooe ooe \ coe o
. e / gpt-3. S1urbo ooe
coe \ Visualize & download
o | Value Lookup ) Define RAG Process | email alerts
Contract data > \ \
~ > \ . Madel Writer
> Outlier Detection (IQR) of Frauds OpenAl Embeddings Connector \
SOLite Connector DB Table Selector DB Reader |  CiO® \ . * - . \
B B Nl |
\ ) |
Ope oo ole! ) > : / Save vector store
- ’ * FAISS Vector Store Creator N . "
Customer data ooe | [PDF Parser Sentence Extractor S Vector Store Retriever String l«lampulwol!
el SR o e : S e
sl coe ooe — Cols ) coe
1 Knowledge base: Definitions Prompt engineering
of agresment 1ypes J
Download the workflow from the KNIME for Finance space:
Fraud Detection - Visualizations and IQR
© 2024 KNIME AG. All rights reserved.
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https://hub.knime.com/knime/spaces/KNIME for Finance/Audit & Compliance/Fraud Detection/Visualizations and IQR~d-dXqKzblBbQ1TdW/

Wrap up:
To learn more about KNIME



KNIME Learning Paths

Data Data Data KNIME
CO u rses fro m | eve | L1 .to | eve | L4 Analysts Engineers ( Scientists l ( Trainers
. . . | | | |
Various professional profiles ——
| | |
Adv.anced Adva_nced Adv_ar_wced Aclv_anced
Se If-paced courses "o "o "hes L DADEDS

Videos and exercises at your own pace |

and for free

Productionization
L3 - DA

Specialization
L4 - DA

Instructor led courses

Scheduled sessions and guided exercises i
in paid courses

Certified
KNIME
Data Analyst

Find the next course at:

knime.com/learning
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Productionization

L3 - DE
|

Specialization
L4 - DE

i

Certified
KNIME
Data Engineer

Productionization
L3 -CD

Specialization
L4-ML/DL/TS/TP/CH

l

Certified
KNIME
Data Scientist
with Specialization

N E—

Productionization
L3 - DA/DE/CD

S R

Specialization
L4 -CT

T

Certified
KNIME
Trainer
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https://www.knime.com/learning

KNIME Certification Exams

From level L1 to level L4

Online examination

Measure your expertise with KNIME

software and data skills
Get and share your badge!

AAKNIME  Certiied AAKNIME  certified
Basic Advanced -
Proficiency Proficiency Proficiency

Analytics Platform Analytics Platform

A\ KNIME

Software
in KNIME in KNIME in KI?IIME Software
for Collaberation

and Productionization

aY o Q) ® &

A\RNIME | Gerited

Machine Learning
in KNIME Analytics Platform In KNIME Analytics Platform

v o ST

Data Engineering
in KNIME Analytics Platform Iin KNIME Analytics Platform

L4 G N L4 O]

Data Analytics
and Visualization
in KNIME Analytics Platform in KNIME Analytics Platform

A5 KNIME  cantified

Text Processing

AAKNIME | Contited

Time Series Analysis

Deep Learning

L4 ol 3 s L4

Get certified at:

knime.com/certification-program
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Teaching & Certifying

KNIME Expertise from level L1 to level L4

L1
Basic Proficiency

|
g)a L1ICerliﬁed

L2
Advanced Proficiency

I
@\ L2 Certified
|

L3

Productionization

|
@x Lal(':eniﬂed

L4
Specialization

@ L4 Certified
&
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https://www.knime.com/certification-program

KNIME Press: Cheat Sheets

Many cheat sheets available for:
Beginners
Spreadsheet Users
Machine Learning
Data Wrangling
Orchestration

and many more...

All cheat sheets are free and available for download at:

knime.com/knimepress

© 2024 KNIME AG. All rights reserved. 28
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http://www.knime.com/knimepress

KNIME Press: Books

e Use Case Collections i Transition Booklets
From Alteryx to KNIME
. Collections of classic and - Offer an easy onboarding
g more innovative use cases '53{%@6 into KNIME from other tools
around specific topics
=== ]

omesgmersee | Textbooks MEEEEE | Technical Collections
Well structured schoolbooks Collections of specific

B with plenty examples & technical topics to keep you

up to date

All KNIME Press books are free and available for download at:

knime.com/knimepress

ooooooooooooooo
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http://www.knime.com/knimepress

KNIME TV and My Data Guest

KNIME TV My Data Guest - Podcast

Webinars Interviews with data professionals in the
Panel discussions KNIME community

Educational videos
Data Science topics

Tutorials .
My Data Guest
KNIME
Make sense of data, together

Analyze. Upskill. Scale. No coding required

@KNIMETV - 23.4K subscribers + 71

KNIME heips individuals and organizations make sense of data. >

knime com and § more links
£} Subscribed

Find KNIME multimedia content at:

https://www.youtube.com/@KNIMETV and Spotify
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https://www.youtube.com/@KNIMETV
https://open.spotify.com/show/484pJTHaHGwgD33z4UHIoD?si=d0fde378a14147f2

KNIME Forum

Round-the-clock community support

Specialized categories
KNIME Analytics Platform
KNIME Extensions
KNIME Business Hub

Multilingual support groups
French
ltalian
Spanish

KNIME

KNIME Res:

&Login

Welcome to the KNIME Community Forum

Advance your skills and connect with peers using KNIME

New to the KNIME Community?

Create a free account
Check out helpful topics in our Welcome Center

Have a question? Browse existing topics or sign in and ask the community

Highlights
KNIME Springign.- \
2 - = Summit 2024 .. 2
240Ay, L AR Y g
u 2

Run and automate... KNIME Spring Summit... KNIME Game of Nodes

ers for KNIME Spring

Visit the KNIME Forum at:

https://forum.knime.com/
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https://forum.knime.com/

Stay Connected with KNIME

Blog:
knime.com/blog

KNIME Hub:
hub.knime.com

@ Forum:
forum.knime.com

© 2024 KNIME AG. All rights reserved.

t Medium Journal:

KNIME Self-Paced Courses: FO'!OW us on
knime.com/knime-self-paced- social media:
courses

.

Email:
education@knime.com

X 5

medium.com/low-code-for- EE
advanced-data-science
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https://www.youtube.com/user/KNIMETV
https://twitter.com/knime
https://www.facebook.com/KNIMEanalytics/
https://www.linkedin.com/company/knime.com/mycompany/
https://www.xing.com/pages/knime
https://www.instagram.com/knime_official
http://knime.com/blog
http://forum.knime.com/
http://hub.knime.com/
http://knime.com/knime-self-paced-courses
http://medium.com/low-code-for-advanced-data-science
http://education@knime.com

Excel Reader Decision Tree Learner Model Writer ROC Curve

-

o0e

(ofo] ) (o]o] )
Value Lookup Number To String Partitioning Decision Tree Predictor
CSV Reader
. p———> e >R
ooe ooe ocoe o0e ocoe
lole] )

Thank you!
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KNIME Analytics Platform



What is KNIME Analytics Platform

A tool to make sense of your data

Data analysis, Data Science, Data Engineering, Al
Transformation, visualization, reporting

Open source & free

Visual programming paradigm

No coding required HI
il ||I|..____

B jiodes
® ¢ e
- B - P =
o — - =\
- S | — = |
: & i \
B = N ~
- r s | e [opr— e .. - ..
i - N S el Total Sales
g anmar e Coogp ; - b " - -
ol
I R -
2 0 @ o
I IR
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Nodes and Workflows

NODES perform tasks on data

Table Splitter
Inputs —» B8 P Outputs
’_,
ooe Status

Nodes are combined to create
WORKFLOWS

CSV Reader
&, p—

oce

Read
sales_2008-2011.csv
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@00/ Not Configured
OO0 Configured
0O0@ Executed
an Error

Duplicate Row Filter Stacked Area Chart

s E
> -‘I
ooe coe
Column Filter Row Filter .
Remove rows Sales by time
with duplicate values
S I - > 2 " p

oce loJo] ]

Select "country”, Exclude rows
"date” and "amount”  where country

columns unknown

- in all columns

Pie Chart

@

00®

Sales by country



The Data Science Life Cycle

Model &
Visualize

© 2024 KNIME AG. All rights reserved.
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Blend & Transform

Creation Pr;dUCtIOn
rocess
Optimize &
Capture

KNIME Analytics Platform
Prepare & Build

Validate & Deploy

Production Consume &
Interact

Monitor & Update

KNIME Hub
Collaborate & Deploy



Over 4000 Nodes included

Cloud Access Data Access Transformation Analyze & Data Mining Visualization Deployment
—
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